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Abstract: Against the backdrop of the big data era, online and telecommunication fraud cases occur frequently. College
students, as a specific group, have become the main targets of fraudsters due to their unique psychological traits
and behavioral habits. By analyzing the causes of college students’ vulnerability to online and telecommunication
fraud, this paper delves into the psychological, technical, and social factors and proposes targeted prevention
strategies accordingly. The research results show that the lack of cybersecurity awareness, excessive trust in online
information, and insufficient awareness of personal information protection are the main reasons for college students
being deceived. To address these issues, it is suggested that corresponding countermeasures be formulated from
the dimensions of strengthening cybersecurity education, improving relevant laws and regulations, and enhancing
technical protection capabilities, with the aim of enhancing college students’ prevention awareness and effectively
reducing the incidence of online and telecommunication fraud.
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