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Abuse of Technology and Balancing of Rights: A
Comparative Study on the Regulation of Personality Rights
Infringements by Deepfake Technology in China and Japan

Yidan Zhang
Faculty of Law, Nagoya University, Nagoya, Japan

Abstract: The widespread application of deepfake technology has given rise to new forms of infringement on
personality rights, such as “Al face swapping,” challenging the traditional framework for protecting personality
rights. This study employs normative analysis, case studies, and functional comparative law to systematically
compare the legal approaches of China and Japan regarding the identification of infringing acts and the allocation of
liability. The study finds that China has established a regulatory model of “specialized rules + Civil Code principles,”
marked by the Regulations on the Management of Deepfake Internet Information Services, which emphasizes ex
ante prevention; Japan adopts a comprehensive governance approach of “multiple laws + case law principles,”
based on the Act on the Promotion of Research, Development, and Application of Artificial Intelligence-Related

Technologies, which focuses on ex post remedies and platform-led prevention. The regulatory philosophies of the
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two countries differ in their priorities: China places greater emphasis on the proactivity and systematic nature of

rights protection, while Japan focuses more on striking a case-by-case balance between technological innovation

and rights protection. Regarding specific institutional designs, such as strengthening platform obligations, the two

countries can learn from each other. It is recommended that China refine the criteria for determining “serious

mental harm” in the judicial interpretations of the Civil Code and explore the introduction of litigation tools similar

to “disclosure orders” to achieve a dynamic balance between technological development and the protection of

personality rights..
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